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Quick Guide

On your mobile device, scan the QR code below or visit 
the App Store or Google Play to download and install the 
“Cobo Vault” app.

Follow the diagram below to configure your mnemonic 
tablet and store it in a safe place. Letter blocks are 
included and can be found in the bottom layer of the 
Cobo Vault packaging

Go to “Settings – Create / Import Vault”.    

Enter your system password and then tap on the top 
right corner of the screen 6 times to activate the 
Hidden Vault setup process     

Input your Passphrase and create a Hidden Vault. 
The Passphrase may not exceed 30 characters and 
there is no minimum length. The Passphrase can 
contain letters, numbers, and symbols. Note that the 
Passphrase is case sensitive

After enter Hidden Vault, users can redo the Hidden 
Vault setup process and don’t type Passphrase, click 
“confirm”, the system will switch back to the default 
vault.

Visit http://cobo.com/hardware-wallet/download to 
download the latest firmware to the root directory 
of your TF card (only support FAT or FAT32 format). 

Follow the diagram 
below to insert the TF 
card. Restart the device 
and the system will pop 
up update dialog. 

Click “update now”, the 
system will update 
automatically. 

You can also  go to “Settings 
– Version – Update” to 
update at a later time.

Press and hold the power button        for 3 seconds to 
turn on the device. 

Follow the step-by-step instructions on your Cobo Vault.

a.

b.

c.

a.

b.

c.

d.
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1. Cobo Vault utilizes Hierarchical Deterministic (“HD”) 
technical solution implementing BIP44. It utilizes a 
security chip to randomly generate the mnemonic 
phrase and master seed by which an unlimited pair of 
private and public keys can be derived to manage 
different cryptocurrencies. Users can also import their 
existing mnemonic phrase to Cobo Vault. 
 
2. The mnemonic phrase and master seed are 
encrypted and securely stored within the security chip. 
Others are not able to retrieve this information even if 
Cobo Vault is lost or stolen.
 
3. The master seed holds ultimate permission to 
manage the digital assets in Cobo Vault. If lost or 
forgotten, all assets under the master seed will be 
irretrievable.
 
4. The mnemonic phrase is the only way to retrieve the 
master seed. We strongly suggest users store one or 
more copies of the mnemonic phrase in separate, safe 
and secure locations (e.g., protected from the elements, 
separated from internet-capable devices, etc.) upon a 
Vault being created.

5. A complimentary waterproof metal mnemonic tablet 
(please refer to the Quick Guide for further details)  is 
included with Cobo Vault to record the mnemonic 
phrase. Once recorded, please ensure that it is secured 
in a safe location. Do not share the mnemonic phrase to 
others, and do not store the mnemonic phrase in 
devices that are connected to the Internet. 

6. If this device is lost or broken, all digital assets under 
this master seed may be recovered via the mnemonic
phrase on any device or software implementing the 
BIP44 protocol.
 
7. Cobo Vault supports Hidden Vaults, which are 
separate, concealed Vaults that can be accessed with a 
different Passphrase. When a Hidden Vault is created, 
its Passphrase cannot be changed. If the Passphrase 
(and/or the mnemonic phrase) is forgotten or lost, the 
Hidden Vault (and its assets) will be irretrievable. 

8. In addition to the mnemonic phrase and the 
Passphrase, there is a system password and pattern 
unlock that users must remember when using Cobo 
Vault. 
     a. System password: used to log in and sign 
transactions; must be 10-30 characters long and 
contain uppercase and lowercase letters and numbers. 
Symbol characters may also be used; 
     b. Pattern unlock: used to unlock the screen; may be 
reset by system password.

9. After inputting an incorrect pattern unlock 5 
consecutive times, users are required to unlock via 
system password. After incorrectly entering the system 
password 12 consecutive times, the system password 
will be voided. The system password can only be reset 
by verifying the mnemonic phrase. If both the system 
password and the existing mnemonic phrase are 
forgotten, assets will be irretrievable and the device 
will no longer be operational (to prevent theft).
will be irretrievable and the device will no longer be 
operational (to prevent theft). 

10. To protect users’ digital assets, Cobo Vault is 
designed with multiple security verification and 
protection 
measures. Please do not continue using this device if 
official website authentication fails or the system warns 
that this device has been attacked.
 
11. Cobo Vault is designed with an anti-tampering 
mechanism. If disassembled, the mnemonic phrase and 
master seed will automatically be erased from the 
security chip. 
 
12. Due to hardware constraints, it is not guaranteed 
that the self-destruct mechanism will function as 
intended beyond 5 years of operation. Cobo Vault will 
remain operational, but at a decreased security level. We 
recommend changing to a new Cobo Vault after 5 years 
to ensure maximum protection.    
 
13. Cobo Vault supports firmware upgrades to allow 
support for new cryptocurrencies. New firmware will 
only be released through our official website. Please 
make sure the firmware is authentic before upgrading 
Cobo Vault.

Important Notice

Before using Cobo Vault, please read our security 
instructions and all important notices. To ensure that 
Cobo Vault is absolutely secure, and that users have 
ultimate control over their assets, we do not store users’ 
mnemonic phrases, Passphrases, or system passwords. 
If users lose their mnemonic phrase, Passphrase(s), or 
password, we will not be able to retrieve it for them. We 

strongly suggest users store multiple copies of their 
mnemonic phrase, Passphrase(s), and password in 
separate, safe and secure locations. 

If the mnemonic phrase or system password or the Cobo 
Vault device is lost, forgotten, or stolen directly or 
indirectly for reasons not having to do with the integrity 
of the product (e.g., user behavior, social engineering, 
etc.), all risks, liabilities, losses, etc. shall be borne by 
the user.

CAUTION: If the anti-tamper security sticker on the 
packaging is damaged or broken, the device may have 
been compromised. Please do not use. Always purchase 
Cobo Vault from the official Cobo Vault website or 
through an authorized reseller. Do not purchase Cobo 
Vault from unauthorized third party sellers.

Your battery maintains its charge for up to 6 months. 
Please make sure to charge it at least once every 6 
months to maintain its power level.

Product List
    
1. Cobo Vault x 1
2. Battery x 1
3. Protective Case x 1    
4. Charger x 1    
5. Cable x 1    
6. Mnemonic Tablet x1    
7. Letter Block x 243 
8. Screwdriver x 2    
9. Quick Guide x 1
10. Warranty Card x 1
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